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Machine Learning


Machine Learning
Deep Learning
Computer Vision
PyTorch
Transformer
Segmentation
Jupyter notebooks
Tensorflow
Algorithms
Automation
JupyterLab
Assistant
Processing
Annotation Tool
Flask
Dataset
Benchmark
OpenCV
End-to-End
Wrapper
Face recognition
Matplotlib
BERT
Research
Unsupervised
Semi-supervised
Optimization






Media


Images
Video
Voice
Movies
Charts
Music player
Audio
Music
Spotify
YouTube
Image-to-Video
Image Processing
Text-to-Image
Image To Text
ASCII Characters
Image Viewer
Image Analysis
SVG
HTML2Image
Avatar
Image Analysis
ReCaptcha
Maps
Screenshots
Graph
Character
ffmpeg
Camera






Tool


Tool
Bot
Discord
Telegram
Web Crawling
Robot
Twitter
Instagram
Twitch
Scrape
Scrapy
Github
Command-line Tools
Generator
Terminal
Trading
Password
Checker
Configuration
Localization
Messenger
Attack
Protocol
Neural Network
Network
File Explorer
Distributed
Monitoring
Widgets
Scripts
Proxy
Console






Data


Data Analysis
Data Visualization
Data Scientists
Analysis
Dataset
Database
SQLite
GraphQL
PostgreSQL
Graphical Datasheet
MongoDB
Visualization
Data Sharing
Mysql
Storage
Models
SQLAlchemy
AWS
NoSQL
Workflow
Timezones
Hacking






Elements


Text
Natural Language Processing
Text Annotation
Tex To Robot
Text-to-Speech
Text-to-SQL
Speech To Text
Text Summarization
OCR
Handwriting
Documentation
Stream
Autocomplete
Timeline
Slider
Todo
Calculator
Array
Plot
Markdown
Notifications
Print
Authentication
Form
Planning
PyPI
pip-tools






Components


Sort
API
Labels
Function
Django
Websocket
Asyncio
Xarray
Raspberry Pi
FastAPI
Excel
Server
Date and Time
Caching
Logging
Fonts
Calendar
Editor
RESTful API
PDF
Color
Animation
Email
Keyboard
DevOps Tools
HTTP
CMS
Tree
Emojis
Pytest
Input
Validation
Math
Functional
Parser






More


Security
Games
Pygame
Book
3D
Search
Testing
GUI
Download
Chat
Simulation
Framework
App
Docker
Tutorial
Translation
Task
QR Codes
Question Answering
Hardware
Serverless
Admin Panels
Compatibility
E-commerce
Weather
Cryptocurrency






Reviews


Outdoors
Tools
Kitchen
Cookware
Coffee & Tea
Home
Cleaning
Toys
Toys For Little Kids
Water Sports
Sports
Winter Sports
Woodworking
Toddler
Toys For Big Kids
Television
Recording Equipment
Shaving & Beard
Stationery
Power Tools
Printing & Scanning
Pets
Pool
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Generator

Generate a bunch of malicious pdf files with phone-home functionality


 

Nov 06, 2021
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Malicious PDF Generator ☠️

Generate ten different malicious pdf files with phone-home functionality. Can be used with Burp Collaborator.

Used for penetration testing and/or red-teaming etc. I created this tool because i needed a third party tool to generate a bunch of PDF files with various links.

Usage

python3 malicious-pdf.py burp-collaborator-url

Output will be written as: test1.pdf, test2.pdf, test3.pdf etc in the current directory.

Do not use the https:// etc prefix on the url argument.

Purpose

	Test web pages/services accepting PDF-files
	Test security products
	Test PDF readers
	Test PDF converters


Credits

	Insecure features in PDFs
	Burp Suite UploadScanner
	Bad-Pdf
	A Curious Exploration of Malicious PDF Documents
	“Portable Document Flaws 101” talk at Black Hat USA 2020
	Adobe Reader – PDF callback via XSLT stylesheet in XFA
	Foxit PDF Reader PoC, DoHyun Lee


GitHub

View Github





GeneratorPDFFunction










 











John


More posts





John was the first writer to have joined pythonawesome.com. He has since then inculcated very effective writing and reviewing culture at pythonawesome which rivals have found impossible to imitate. 








Previous Post
This repository is to support contributions for tools for the Project CodeNet dataset hosted in DAX







Next Post
A ranked list of awesome python libraries for web development








You might also like...







Generator

A backend for mdbook in Python for generating PDF based on Chrome DevTools Protocol




A backend for mdbook in Python for generating PDF based on Chrome DevTools Protocol


19 January 2022









PDF

Zen-Knit: a formal (PDF), informal (HTML) report generator for data analyst and data scientist who wants to use python




Zen-Knit: a formal (PDF), informal (HTML) report generator for data analyst and data scientist who wants to use python


27 December 2021









Function

Simple module with some functions such as generate password (get_random_string)




Simple module with some functions such as generate password (get_random_string)


21 December 2021









Command-line Tools

CLI tool to generate pdf invoices written in python




CLI tool to generate pdf invoices written in python


26 November 2021









Generator

Generate a single PDF file from MkDocs repository




Generate a single PDF file from MkDocs repository


25 November 2021









3D

A python package to manage the stored receiver-side Strain Green's Tensor (SGT) database of 3D background models and able to generate Green's function




A python package to manage the stored receiver-side Strain Green's Tensor (SGT) database of 3D background models and able to generate Green's function


23 November 2021









Function

A faster Python generator that get function results from multi-process workers




A faster Python generator that get function results from multi-process workers


20 November 2021



















Generator

Generate a preview image for your paper




Generate a preview image for your paper


08 November 2021
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